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1 Aim 

This guide aims to provide the user of the EBMEDS decision support system with a basic understanding of 

the principles of its operation and potential sources of error. This will help the user to translate decision 

support recommendations into actions that are aligned with the patient’s best interest. 

The specific ways in which EBMEDS decision support has been integrated with electronic health records 

(EHRs) varies. For example, some systems show decision support messages continuously, while others 

require accessing them separately through designated buttons etc. The EHR vendors may also choose to 

implement some decision support functionalities, such as drug-drug interactions, separately from EBMEDS. 

This guide focuses on common general functionalities of the EBMEDS decision support system. It is the 

responsibility of the EHR vendor to provide specific guidance related to the implementation details of 

EBMEDS decision support in their system. 

2 Limitation of liability 

The content of the EBMEDS decision support system is developed by employing the best editorial practices 

and careful attention to detail. The aim is to offer users medical information which is up to date and relevant 

to the present context of treatment. However, ultimate responsibility for all decisions affecting the medical 

care of the patient rests with the health care professionals in charge of her treatment. The EBMEDS decision 

support system does not impose treatment decisions or supersede proper medical judgement by a health 

care professional; it is merely a source of information for them as they perform their work. Duodecim Medical 

Publications Ltd or its distributor does not take responsibility for the decisions made in patient care. 

3 EBMEDS briefly 

EBMEDS (Evidence-Based Medicine electronic Decision Support) is a computer program that analyses patient 

information sent to it automatically by the EHR and sends back reminders which are based on that analysis. 

EBMEDS analyses patient data by running it through decision support rules – or scripts. Scripts are like 

miniature treatment guidelines that have been translated into a computer interpretable form. Each script 

concentrates on a very specific clinical scenario. E.g. script 16 is aimed at promoting metformin as the primary 

drug of choice in type 2 diabetes. 

Scripts are based on medical evidence, such as evidence summaries and guidelines. They may also be adapted 

to local customs. All scripts have an associated script description published on our web pages1. The script 

description lays out the operational logic and the evidence behind the script (for example, see the script 

description for the aforementioned script 162). In some EHR implementations, a link to the associated script 

description is shown next to each reminder. If there is no link, the script descriptions can always be found 

under the Scripts section of our web pages. 

EBMEDS is not able to analyse free narrative text, which means that only structured data elements can be 

used in the analysis. Structured data basically means that data must be recorded in slots that have been 

 

1 http://www.ebmeds.org 
2 Script description example (Metformin is the first choice oral hypoglycaemic agent in type 2 diabetes) 
[https://www.ebmeds.org/en/rules/?id=scr00016&lang=en] 

http://www.ebmeds.org/
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designated for precisely that kind of data, often conforming to a standardised way of representing the data 

(e.g. with a SNOMED CT code). This ensures that the data can be interpreted correctly by computers. Some 

examples3 of structured data EBMEDS can use are 

• patient’s age and gender 

• diagnoses recorded on the diagnosis list (coded with e.g. SNOMED CT, ICD-10, ICD-9CM) 

• medication and vaccinations recorded on the medication list (coded with e.g. RxNorm, ATC) 

• laboratory measurements (coded with e.g. LOINC) 

• procedures (coded with e.g. ICD-9CMP) 

• clinical measurements such as height, weight, blood pressure (coded with e.g. LOINC) 

• other data affecting the patient’s risks and treatment choices, such as smoking, pregnancy and 

previous adverse events related to drugs 

• the user’s role (physician, nurse or patient) 

After receiving structured data from the EHR, EBMEDS analyses the data. This is done by comparing the 

patient’s status with criteria based on e.g. clinical guidelines, or searching for signs of danger in the data. 

Based on the analysis, reminders, alerts, and links to guidelines relevant to the patient are created and sent 

back to the EHR. The EHR then presents these decision support elements to the user in its own user interface, 

which means the data will be displayed or made accessible in different ways, depending on the EHR in use. 

EBMEDS can also prepopulate available patient data into interactive electronic forms, like calculators, 

referrals, or algorithms. 

4 Important sources of error 

This section focuses in particular on explaining those sources of error that are related to the logical analysis 

of patient data, and producing reminders based on that analysis. These error sources are similar irrespective 

of the Electronic Health Record (EHR) system EBMEDS is integrated with. Error sources which depend closely 

on the details of how EBMEDS is integrated into a specific EHR (e.g. the exact way reminders will be displayed 

in the user interface, how their urgency is depicted, what patient data is included in the set which is sent to 

EBMEDS, etc.) are not covered in detail. In order to understand such error sources, the documentation and 

training provided by the EHR vendor is paramount. 

Errors in decision support can mostly be attributed to three groups of causes: 

1) missing or erroneous structured patient data, 

2) errors in the logic of the analysis performed by EBMEDS, and 

3) delays in updating and deploying updated decision support rules when medical knowledge advances 

and best practices change. 

A related important point to understand is that decision support can never cover all clinically relevant 

situations. Hence, it is fully possible for a patient to have a health problem requiring urgent attention, even 

when EBMEDS does not give any alerts or reminders. 

 

3 A more complete description of the types of structured data supported by EBMEDS can be found in the interface 
specification document. [https://www.ebmeds.org/en/developers/xml-schema/] 

https://www.ebmeds.org/en/developers/xml-schema/
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4.1 Errors in structured data 

Several pitfalls threaten the quality of structured patient data. Recording and maintaining data in structured 

form can be laborious.  In our experience, this is especially true for the patient’s diagnoses and medication 

and whether they refer to current or past occurrences. Classifications or vocabularies used to structurally 

record diagnoses are often complex and can be ambiguous, making accurate coding a time-consuming task. 

This may lead to coding with less accuracy than would be necessary for providing optimal decision support. 

Without proper attention, the medication list can easily become more like a date-stamped list of locally 

issued prescriptions, and less like a true medication list, which should ideally give an accurate and complete 

account of the patient’s current medication. Certain data, such as procedures, may be ordered via or 

recorded into systems which are not integrated with the main EHR. This often means that this information 

will be lacking from the data set sent to EBMEDS. A similar lack of structured data flow between different 

provider organisations is common: often, the information exists only as free narrative text in discharge 

summaries or referrals. In contrast, laboratory results are often accessible in structured form from the main 

EHR and therefore also by EBMEDS. 

The most common consequence of missing or erroneous structured data is triggering of unwarranted 

reminders. E.g. the user may be presented with a reminder to measure blood pressure even if it has already 

been done, if the result is not available to EBMEDS due to e.g. recording it in unstructured form. On the other 

hand, warranted reminders may be omitted. E.g. if a patient has received a regimen of warfarin due to a 

previous episode of deep venous thrombosis, and the drug was not discontinued from the medication list 

when treatment was stopped, the patient may not receive a reminder suggesting warfarin treatment due to 

e.g. chronic atrial fibrillation. 

4.1.1 Errors in diagnosis information 

As mentioned, classification schemes and vocabularies for recording diagnoses are often complex and can 

be time-consuming to use accurately. In addition, accurate coding of diagnoses has probably had more value 

for administrative purposes than for the direct treatment process or the patient’s health. It is therefore not 

very surprising that structured information on diagnoses is often not completely accurate. As decision 

support systems become more widespread, however, the expected immediate benefits from coding 

diagnoses accurately may become evident to both clinicians and their patients. 

Potential errors in diagnosis information 

• Completely missing structured information on a diagnosis 

• Unspecific coding of diagnosis (e.g. using a general code for diabetes instead of a more accurate code 

for diabetes with microalbuminuria) 

• Completely erroneous coding of a diagnosis (e.g. relying on memory instead of using a search facility 

to enter the code) 

• Inaccurate ending date for a diagnosis, e.g. if the diagnosis has not properly been marked as a 

permanent or chronic condition, or if no end-date has been provided for a temporary condition. 

4.1.2 Errors in medication information 

• Changes in medication or dosing that were made in another organisation, or independently by the 

patient 

• Past medications that were not properly discontinued from the medication list 

• Old information on vaccinations may not be recorded electronically 
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4.1.3 Errors in laboratory measurement related information 

• Use of unsupported coding for certain test results can lead to the EBMEDS not recognising those 

measurements as being made. 

• Laboratory results are not integrated to the main EHR system, but accessed separately; consequently 

they are often not transferred to EBMEDS for analysis. 

• Mistakes occurring in the laboratory (e.g. incorrect handling or accidental swapping of specimens) 

• Filtering of laboratory test results being sent to EBMEDS. A very large amount of laboratory results 

can negatively affect the response times of the decision support system, and older values are seldom 

useful for decision support. Therefore filtering is often used to keep performance acceptable by only 

sending a couple of the most recent results of each kind to EBMEDS, but this can in rare cases lead 

to even relevant results being left out from the analysis. 

• Unused laboratory orders. If a patient is referred to the laboratory, but plans change before the 

specimen is collected and analysed, and if the order for the previously planned test is not properly 

cancelled or removed from the system, EBMEDS may interpret that the test is still forthcoming. 

4.1.4 Errors related to procedure information 

• Data on procedures done elsewhere may not be available in structured form in the local system 

• Procedure orders may sometimes be left in the EHR even when they no longer accurately reflect 

future plans 

4.2 Errors in the logic of the data analysis 

A lot of effort and scrutiny go into script development. They are reviewed by the EBMEDS editorial team that 

has both medical and technical expertise. The editor-in-chief approves scripts before publication. In spite of 

this, published scripts can still contain errors that lead to unintended behaviour. 

If an end user suspects a problem with a script’s function, it is a good idea to first check the script description. 

Each reminder should be associated with a link from the user interface of the EHR to the script description 

of the script that produced the reminder. The script description aims to describe the function of the script in 

sufficient detail to be useful for troubleshooting erroneous reminders. Descriptions for all published scripts 

can be found at the EBMEDS home page4. 

4.3 Advances in medical knowledge 

Scripts are regularly reviewed and maintained. Still, sometimes medical best practices can change quickly in 

response to e.g. detection of adverse drug events, or when a superior treatment becomes available. In such 

cases EBMEDS may provide reminders that are based on old practices, until the underlying script has been 

updated and the update deployed and installed to the provider organisations using EBMEDS. 

If an end user suspects the script could be based on obsolete evidence, the best place to investigate this is 

the script description. The script description has links to the evidence on which the scripts advice is based. It 

also displays the date when the script was last updated, although this date reflects the scripts status on our 

development server which may contain a more recent version than the provider’s local installation. Due to 

 

4 Script descriptions [http://www.ebmeds.org/web/guest/scripts?lang=en] 

http://www.ebmeds.org/web/guest/scripts?lang=en
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deployment and installation schedules, it may take a long time after a new script version is published before 

it reaches the user. 

5 Submitting feedback and ideas 

We welcome any and all feedback from users, be it about errors, omissions, or just ideas for further 

functionalities. In some EHRs, a feedback system has been implemented so that it can be activated directly 

from reminders given by the decision support system. In all cases, feedback can be submitted via our 

website5. In case of a technical error i.e. with connectivity, the primary contact is your own organisation’s 

support. 

6 Take home 

When interpreting decision support messages, it is good to remember that their quality is dependent on the 

quality of the underlying structured patient data. Careful maintenance of diagnosis and medication lists is 

probably the most efficient way of influencing the quality of decision support, in addition to submitting 

feedback on quality issues, of course. The content and structure of current coding systems for structured 

data are often geared toward describing diseases, risks, and medications, but may be less expressive in terms 

of markers of good health, protective factors, and purely preventive interventions like health education. This 

means that it may be difficult to offer decision support that takes such factors into account, which may lead 

to a bias akin to medicalization in actions suggested by reminders. 

In other words, we should not forget that the professional is still in the driver’s seat with respect to making 

clinical decisions. Decision support can reduce the cost of finding or noticing relevant information, but it 

cannot cover every conceivable situation, and its conclusions are not infallible. The task of forging together 

all the bits of information into a clinically sound course of action will still be a task for the healthcare 

professional. 

More detail on the technologies and principles underlying the functionalities of EBMEDS can be found at our 

website (http://www.ebmeds.org/). 

 

5 Submitting user feedback 
[http://www.ebmeds.org/www/feedback.asp?mode=contact&submode=feedback&lang=en] 

http://www.ebmeds.org/
http://www.ebmeds.org/www/feedback.asp?mode=contact&submode=feedback&lang=en

